[image: http://chambermaster.blob.core.windows.net/images/events/9026/155/EventPhotoFull_NEW%20LOGO.png]
A Discussion on RISK

In a business environment, risk is a complex subject with many sides to consider. CEO's and other business managers are met with multifaceted challenges when it comes to assessing and mitigating risk.

In today’s technology world Bring Your Own Device and The Cloud bring specific challenges.  We will be discussing these key areas at the roundtable and considering them in the context of how to build a successful risk management program.
Discussion points for the conversation… 
· How do companies manage BYOD ?
· Where should company data be ? 
· Is the Cloud an option ? 
· How do companies remain current with technological advances, attracting the next generations of employees, while mitigating risk associated with emerging and modern tech ?  
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Full presentation available at https://www.noxcivis.com/portfolioIT RISK | IT Managers Roundtable
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Discussion Point - BYOD
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Discussion Point - BYOD - IT Considerations

Managing and securing data. While the desices themselves are one concern, the data flowing back and foth between the
evices,th corporate network, and the coud i another major issue. Even T s a handle on which devices are accessing
the netiwork and thei risk postires, controlling wht information the evice accesses and what happens to tht nformation
once it eaves the enterprise network can be very ticky. Consider the following common scenario: An emplayee opens an
emal atachment from isfher corporate emallbox and chooses to save It 103 personal coud storage service, such as (loud
o Dropbox.When employees transfer enteprise data nto public oud service, T usuallyloses s abilty to manage the
ata fom that poin forward. Anther potentil ssue Is employees forwarding orsending sensitive nformation from mobile
evices toparties that should ot have access tothat information. This may happe via ematl o through a cloud storsge and
collboration serice neither case, IT needs some way to manage what employees can and cannot do withcontent
accessed on mobile devices.

Managing isks from apps. Apps themselves present ars. It as been well documented tha the prevaence of Androld
malware has siked right long with the populrtyof the platior. Thi i ess of 3 roblem on 08 devices because of the
closed nature of the Apple ecosystem, bt s not a nonexistent issue, When employees download consumer spplicatons to
their personal deices, enterprises have no way of knowing the sk proflof that application. An app coud be fll of
‘malvare — which ould then corupt the enire devce 05, puting the nformation on al the other apps at sk —and it
could also be asking fo nformation that a ompany would prefr It 't have access to, such ascontacts. Understanding
the ik profile f various applications i an important stepto afeguarcing the averll heath of the device.
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Discussion Point - Cloud Storage & Services

Why The Cloud ?
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Discussion Point - Employees
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Some Current Day Risks
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